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Abstract—We consider the problem of keeping sensitive
data and algorithms contained in a mobile agent from
discovery and exploitation by a malicious host. The fo-
cus in this paper is on rigorous techniques based on cryp-
tographic protocols. Algesheimer, Cachin, Camenisch,
and Karjoth (IEEE Security and Privacy, 2001) devised a
secure agent protocol in such a setting, where agents and
hosts are mutually distrusting, but access to a “trusted
third party” is available to all participants. In this pa-
per, we present ways of removing the trusted third party,
and achieving similar results through the application of
multiple agents. As an agent on a remote host is trusted
by neither the current host nor the agent originator, the
remote agent cannot simply act as a “stand-in” for the
trusted third party, and requires the design of non-trivial
multi-agent protocols. In addition, our multi-agent pro-
tocol can proceed if any subset of the agents of a cer-
tain size is available at any particular time, adding fault-
tolerance which did not exist in previous protocols, while
achieving a high level of security. Our solution relies on
well-tested cryptographic primitives, including thresh-
old cryptography and oblivious transfer.

Keywords—Internet Security, Mobile Agents, Crypto-
graphic Protocols

I. Introduction

Mobile agents are goal-directed, autonomous programs
capable of migrating from host to host during their exe-
cution [1]. The combination of autonomy and mobility
provides mobile agents enormous potential for applica-
tion in today’s Internet-based, distributed computing
environment. Typical application areas, to name a few,
include E-commerce, information retrieval, software
distribution and administration, and network manage-
ment. We consider the security issues of the mobile
agent paradigm. From the security perspective, a mo-
bile agent system consists of three basic components:
the agent, the originator from which the agent starts
(also known as the home host), and the remote hosts1

that the agent visits. In a typical Internet application,
there is little trust between the originator and the hosts,
nor do the hosts trust each other. Security threats are
therefore considered against the two main targets: ei-
ther threats against the hosts, or threats against the
agent, which represents the interests of the originator.

This paper addresses the attacks against mobile agents
from malicious hosts. Because the host provides the
executing environment for the agent, it has full control

†This research is supported in part by NSF award 0208640.
1 From now on, we’ll simply use “hosts” when talking about

the remote hosts.

of the agent’s code, data, and execution. Hence eaves-
dropping and alteration can easily be done to the agent
and are hard to prevent. In fact, these kinds of attacks
had been deemed by some people as impossible to pre-
vent unless a secure, trusted hardware environment is
available at the hosts [2]. While this statement may
be true when taken literally, as demonstrated by this
paper and some previous work, cryptography can make
meaningful tampering with the agent impossible even
in a software-only setting.

A. Security Definitions

In this section, we define the requirements of secure mo-
bile agent computation, with a goal of achieving a sound
and complete security mechanism that effectively pre-
vents attacks against the agent as well as protects the
host’s data. The definitions we develop in this section
improve on those in previous work in agent security,
where definitions have been less precise and didn’t offer
the distinctions between various security objectives as
done here.

An agent computation involves three objects, and we
consider the privacy and integrity of each object inde-
pendently: the agent code, the agent state (or the input
to the agent that is transferred from its previous loca-
tion), and the host data input. Privacy is defined in
terms of the amount of information revealed to either
the hosts or the agent originator, depending on the type
of information involved. As static code can be signed
by the originator, and host data is handled locally by
the execution environment, integrity for these objects
is easily obtained. However, we do need to consider in-
tegrity of the agent state; in other words, we would like
to insure that the state resulting from a computation on
a host is the correct answer that would be obtained if all
parties acted honestly. For example, a re-computation
attack, where the host repeatedly computes the agent
function with different inputs until a favorable outcome
is obtained, is a violation of state integrity.

In the most private and paranoid of settings, we would
like all objects to achieve privacy and integrity goals:
only the originator knows what the code/algorithm is;
only the originator can decode the agent state; only
the current execution host knows the data that it pro-
vides to the agent; and agent state cannot be falsified or
manipulated to favor a particular host or entity. How-
ever, it is not difficult to see that achieving all of these
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Agent Agent Agent Limited Verifiable Complete
State State Code Host Data Host Data Host Data

Privacy Integrity Privacy Privacy Privacy Privacy

Dishonest Originator N/A N/A N/A 1 2
Dishonest Hosts 1&2 1&2 1 1&2

TABLE I
Privacy and integrity achieved by variants of our protocol: 1=private agent code; 2=public

agent code.

goals simultaneously is not possible, since privacy of the
agent code means there is no guarantee that the agent
doesn’t simply hide the host data in its state and pass
it back to the originator. In fact, since the host data
is usually reflected in some way by the output state of
the agent (after all, what is the purpose of the agent
computation if it is not affected by the host data!), the
issue of host data privacy is difficult to get a grasp on.
To this end, we define three variations on host data pri-
vacy, with the amount of privacy increasing as the list
progresses.

Definition 1: The amount of privacy afforded host data
can be characterized in one of the following three ways.

• Limited Host Data Privacy: The amount of
information revealed about the host data is limited
only by the size of the agent state space.

• Verifiable Host Data Privacy: The agent func-
tion is known, so the amount of information leaked
through the agent output state can be analyzed
and verified.2

• Complete Host Data Privacy: No information
about the host data can be obtained.

The first case, limited host data privacy, means we
know nothing about the privacy afforded other than
what is obvious from the external description of the
agent function: if the host supplies 1024 bits of data to
the agent, and yet the agent state is only 32 bits, the
amount of information that can be passed on through
the agent state is limited by this fact. On the positive
side, limited host data privacy does imply that the pro-
tocol itself is secure, in the sense that it doesn’t reveal
any additional information beyond what is passed on
through the agent state.

As explained above, we cannot achieve complete host
data privacy with respect to the originator. At best, we
can hope for verifiable host data privacy, so the infor-
mation revealed may be assessed (and it might be the
case that the information revealed is extremely low).

2 Another way of saying this is that no information about the
inputs can be learned other than what follows from the outputs,
which is typically the goal in cryptographic protocols and in pre-
vious work on the agent security problem.

On the other hand, we can hope for complete data pri-
vacy with respect to other hosts in the agent system —
in other words, while the originator may learn some in-
formation about a host’s data, none of the other hosts
should be able to discover any such information.

Note that we do not address the availability part of
the standard Confidentiality/Integrity/Availability trio
of security goals. A host can simply destroy an agent
once it is received, resulting in a denial-of-service at-
tack. However, we do note that a related attack, that
of keeping the agent on the existing host and simulat-
ing a different host3, can be stopped by adding some
accountability to the data. In particular, a host signs
its data (or an authentication token) when it executes
the agent code.

B. Our Result — A Multi-Agent Protocol

We present a software-only multi-agent protocol for se-
cure mobile agent computation, with two variations:
either the agent function is known, or it is kept secret.
Table I summarizes the security achieved by our pro-
tocols according to the definitions in the previous sec-
tion. Both variants provide for agent state privacy and
integrity, as well as complete host data privacy with re-
spect to other hosts. If the agent carries an unknown
function, then it also achieves code privacy and limited
host data privacy (with respect to the originator). If the
agent carries a known function, and a non-interactive
zero-knowledge proof that the encrypted circuit con-
tained within the agent implements that function, then
it achieves verifiable host data privacy with respect to
the originator.

Our work follows a recent direction of applying cryp-
tographic protocols in mobile agent computation which
was initiated by Sander and Tschudin in 1998 [3]. They
proposed the use of a homomorphic encryption scheme
in order to allow secure computation on untrusted
hosts. However, their result had the drawback that
it was only applicable to a limited set of functions (the
set of rational functions, to be precise). Following work
has expanded the range of securely computable func-
tions, eventually to all polynomial-time functions [4],

3 For example, instead of sending a bidding agent to the next
bidder, the host keeps it locally and provides the next bid itself.
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[5], [6]. Based on Yao’s general purpose, two-party se-
cure function evaluation (SFE) protocol [7], the proto-
col of Algesheimer, Cachin, Camenisch, and Karjoth [6]
(hereafter referred to as the ACCK protocol) provides
privacy and integrity for the agent code and state, as
well as complete host data privacy with regard to other
hosts. Depending on whether the agent code is private
or public, the privacy of host data with regard to the
originator can be either limited or verifiable. Unfor-
tunately, this protocol requires the participation of a
trusted third party who doesn’t collude with either the
originator or any host. Although this may be a rea-
sonable assumption in some circumstances, our work
improves upon the ACCK protocol by eliminating this
trusted third party, resulting in a secure protocol for
the standard mobile agent paradigm through the use
of multiple agents and two cryptographic tools: dis-
tributed threshold decryption and oblivious transfer.
The introduction of multiple agents also provides ad-
ditional benefits such as protection against collusion,
fault tolerance, and parallelism, as explained in the
next section. Note that all previous work on this prob-
lem used a model with only a single agent traveling
from host to host, and while this could be put into a
multi-agent setting as a set of independent and non-
interacting individual agents, it wouldn’t take advan-
tage of the multi-agent setting, especially the possibility
of cooperation among agents.

As described later, the general techniques (both in prior
work and in this paper) base computation on simulat-
ing boolean circuits in an encrypted manner. While
representing functions at such a low level as boolean
circuits is expensive, only the privacy-critical part of
the agent code needs to be implemented in circuits and
be evaluated following our protocol. The rest of the
agent should still be in a traditional executable form
(which, for instance, could be machine code, Java byte
code, or Perl source code). For example, an agent col-
lecting bids for a good or service may wish to perform a
“min” operation on the current lowest bid and the bid
from the current host, remembering the lower of the
two bids. The lowest bid is part of the agent state, and
we would like to keep this value private and unknown
to all hosts that execute the agent. This can be accom-
plished by a simple encrypted circuit, which could be
represented using less than 9k bytes of data (this figure
was reached with a basic, unoptimized circuit, and a
moderate security parameter of 80-bits per encrypted
boolean value). While using 9k bytes to keep 32 bits
secret is certainly a very large overhead, 9k seems to be
a reasonable value for many practical settings.

C. Advantages over the Previous Work

Besides meeting the security goals described in the pre-
vious section, our protocol has the following advantages
over previous work.

• Eliminating the requirement of a trusted third
party. One of the main goals of cryptographic pro-
tocols is to enable secure computation in an inse-
cure environment. The weaker trust assumption
a protocol has, the more valuable it is. In the
ACCK protocol, the trusted third party plays an
essential role in maintaining security, making it the
single point of failure and the performance bottle-
neck. Our protocol eliminates this requirement,
and shows that by using multiple agents, it is pos-
sible to attain the same degree of security without
the participation of any trusted third party.

• Protection against collusion. We employ thresh-
old cryptography to add protection against collu-
sion of malicious hosts. The protocol is created
using a safety parameter s which defines a thresh-
old t =

⌈

n+s
2

⌉

, where n is the number of agents.
Any subset of colluding hosts of size smaller than
s cannot get any unauthorized information about
the protected computation, while any subset of size
t or more can complete the necessary computation.
The gap between s (the number of colluding hosts
the protocol is safe from) and t (the number of
hosts required to complete the protocol) seems to
be unavoidable, and is addressed in the “Analysis”
section later in the paper. The safety parameter s

leaves room for the user to select the safety appro-
priately for a particular application and obtain the
proper balance between security and efficiency.

• Fault-tolerance. In addition to protection against
collusion, threshold cryptography adds an element
of fault tolerance. If the threshold t is less than
the number of active agents, then any subset of t

agents can complete any round of the protocol. If
some agents have disappeared, or are temporarily
unavailable, the computation can still proceed as
long as t agents are available. Thus, as long as
t < n − 1, there is no single point of failure, such
as the trusted third party in the ACCK protocol.

• Parallelism. Our work is the first to look specifi-
cally at the multi-agent setting for agent security.
While the parallelism we achieve is not a specific
attribute of our protocol, by specifically consider-
ing a multi-agent setting we reap the benefits of
traditional multi-agent advantages, including par-
allelism.

D. Organization of the Paper

Section II presents a general model for the agent com-
putation. In Section III, we review the cryptographic
tools used in this paper and present our protocol. A
brief analysis is also provided. Section IV gives the
conclusion.

II. The Multi-Agent Model

The work of Algesheimer et al. [6] provides a good defi-
nition of the mobile agent model, which we extend here
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for the multi-agent setting.

The participants in the computation are an origina-
tor O, n mobile agents MA1, . . . ,MAn, and ` hosts
H1, . . . , H`. The hosts are divided into n disjoint sub-
sets. Each agent visits exactly one subset of hosts, do-
ing some computation at one host, updating its current
state and producing some output to the host if required
by the application, then migrating to the next host. In
the end, all n agents return to the originator and their
partial computation results are combined to get the fi-
nal result.

More concretely, we let X be the set of possible states
of the agents, Y be the set of possible inputs from the
hosts, and Z be the set of possible outputs that are
given to the host. Then agent MAi, executing on host
H(i,j) of subset i, computes two functions

g(i,j) : X × Y → X and h(i,j) : X × Y → Z ,

where g(i,j) is the “agent state update” function that
produces the state for input to the next host the agent
visits, and h(i,j) is the function that provides output for
H(i,j). The original agent state, set by the originator,
is denoted by x(i,1), and x(i,j+1) is the state that results
from the computation at host H(i,j). Additionally, we
let y(i,j) denote the private input of H(i,j), and z(i,j)

denote the output produced for H(i,j). The functions
then satisfy the following two requirements:

x(i,j+1) = g(i,j)(x(i,j), y(i,j))

z(i,j) = h(i,j)(x(i,j), y(i,j)) .

III. The Multi-Agent Protocol for Secure
Agent Computation

In this extended abstract, we present our protocol in
a mostly brief and informal manner. In particular, we
only informally describe the cryptographic tools em-
ployed in this protocol, and we omit the rigorous proof
of security of the protocol, leaving that to a separate
paper.

A. Cryptographic Basis and Tools

In this and the following section, we lay the basic cryp-
tographic groundwork needed for our protocol. In this
section we first give an informal definition of oblivi-
ous transfer, an important cryptographic primitive, and
then describe the basics of encrypted circuits and the
ACCK protocol.

Definition 2: 1-out-of-2 Oblivious Transfer: A has
two binary strings s0 and s1. B has a bit b. After
executing the protocol, B receives sb, but doesn’t learn
anything about s1−b, while A doesn’t learn b.

The ACCK protocol is based on Yao’s two-party SFE
protocol [7], which is for computing any two-party func-
tion securely in the sense that after the computation
each party only learns the output it is entitled to, but
nothing else. Since the agent computation can be mod-
eled as evaluating a series of two-party functions g(i,j)

and h(i,j) between the originator (whose input is in the
form of agent state) and each of the hosts, Yao’s proto-
col certainly applies here. The core idea in Yao’s pro-
tocol is the so called encrypted circuit. An encrypted
circuit is a boolean circuit where the signals on the wires
are random strings whose meanings (i.e., 0 or 1) are hid-
den from the evaluator. Accordingly, the truth tables
of the gates are mappings from the input signals to the
output signals which obey the corresponding semantics
of these strings and the functionality of the gates. In
the two-party protocol, party A creates an encrypted
circuit to compute the desired function. Then A sends
to B the encrypted circuit, the semantics of the signals
on the output wires for B’s entitled output, and the sig-
nals corresponding to A’s input for the circuit. Since
the semantics of A’s input signals are hidden from B, B

cannot find out A’s input. For B to receive the signals
which correspond to its own input, A engages with B

in an 1-out-of-2 oblivious transfer so that B gets only
the correct signals for its input bits but not the comple-
ments, while A doesn’t learn B’s input. Having both
parties’ input signals, B evaluates the encrypted circuit
and gets the output signals for both parties. Then it re-
covers its own output using the semantics definition of
its output signals, and sends back A’s output which is
still in the form of signals. Additional protection using
input commitment, collaborative random bit genera-
tion, and zero-knowledge proofs is required for prevent-
ing each party from deviating from its prescribed be-
havior. A detailed description of the encrypted circuit
can be found in [8], but the corrected version from [9]
should be used to avoid a flaw in the earlier technique.

In the ACCK protocol, the originator O plays the role
of A and the hosts play the role of B, and the agent
code is the encrypted circuit. Yao’s protocol requires
interaction between each of pair of A and B, which is
impossible for the agent setting as O is assumed of-
fline after sending out the agents. Their solution is to
have O encrypt all the signals (for both 0 and 1) for
the input wires corresponding to the hosts’ inputs us-
ing a trusted party T ’s public key, and let the agent
bring the encrypted signals to the hosts. Before exe-
cuting the agent, the hosts select the encrypted signals
for their inputs and ask T to decrypt the chosen sig-
nals. Essentially this process implements the oblivious
transfer using the trusted third party.

We show that the trusted third party T can be elim-
inated from the protocol. Instead, we use multiple
mobile agents to decrypt the encrypted signals for the
hosts’ inputs. Since every agent is at risk of being cor-
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rupted by a malicious host, we cannot trust any par-
ticular agent to perform its decryption task honestly,
which is, it only decrypts one signal for each bit of a
host’s input, not the complement, and it doesn’t learn
the requesting host’s input data. Therefore, in the next
section we define a new cryptographic primitive called
Oblivious Threshold Decryption, and show how it can
be realized using known techniques for non-interactive
threshold decryption and 1-out-of-2 oblivious transfer.

B. Oblivious Threshold Decryption

Threshold cryptography plays a key role in our multi-
party protocol, so we give a basic definition here.

Definition 3: Threshold Cryptosystem: In a t-out-
of-n threshold cryptosystem, there are n parties. There
is a single public key, while the private key is shared
among the n parties in such a way that decryption is
easy for any subset of t or more parties working to-
gether, but is not feasible for less than t parties.

Threshold cryptography has been extensively studied,
and good solutions exist, such as the technique of Shoup
and Gennaro [10]. However, we need something a little
more involved than this, so we define a new crypto-
graphic primitive called “Oblivious Threshold Decryp-
tion” that meets our needs.

Definition 4: Oblivious Threshold Decryption
(OTD): Parties A1, A2, . . . , An hold shares of a
decryption function, as in the standard threshold
cryptosystem of Definition 3. Party A1 has a pair
of encrypted binary strings (s0, s1) and a private
bit b, and takes place in a distributed computation
with at least t − 1 of the other parties so that she
gets the decrypted value of sb without learning any
information about the decrypted value of s1−b, while
the other hosts learn no information about the value
of A1’s selection bit b. If fewer than t − 1 other hosts
participate, then neither s0 nor s1 can be decrypted.

Our multi-agent protocol will use OTD as its founda-
tion (in addition to encrypted circuits), and the main
purpose of OTD is to protect against collusion of bad
agents (by virtue of the threshold properties), and to
prevent a host from getting signals other than those cor-
responding to its own input or a bad agent from learn-
ing the host’s input (by virtue of the oblivious transfer
properties). OTD can be built up using known tech-
niques for non-interactive threshold decryption and 1-
out-of-2 oblivious transfer. In particular, the following
realization of OTD is based on the protocols of Shoup
and Gennaro [10] and Bellare and Micali [11].

Algorithm 1: OTD-Protocol: Let TC refer to a t-
out-of-n threshold cryptosystem, and assume there is
a trusted dealer D that can create keys for TC. Let
A1, . . . , An denote the n parties in the system. Then
we can implement OTD using the following steps:

1. OTD-Setup: D uses the Key Generation algo-
rithm for TC to create a single public key PK, a
verification key V K, and n private key (or “secret
key”) shares SKi, for i = 1, . . . , n. D distributes
private key share SKi to party Ai.

2. OTD-Distribute: Party A1 has a bit b and two
strings s0 = EPK(s0) and s1 = EPK(s1), where
EPK(·) denotes the Encryption algorithm of TC

using PK as the encryption key. To obtain the
decrypted string sb while keeping b secret, A1 sends
both s0 and s1 to (at least) t − 1 other parties,
Ai2 , . . . , Ait

. For uniformity of notation, we set
i1 = 1, so that the set of t parties participating in
the computation is {Ai1 , . . . , Ait

}.

3. OTD-Share-Creation: Each of the t parties
checks the identity of s0 and s1 through TC’s Label
Extraction algorithm, and determines the validity
of A1’s request. If a party Aij

determines that
the request should not be honored, then Aij

does
nothing; therefore, if no more than t − 1 servers
honor the request, the decryption cannot be (even
partially) done. Otherwise, Aij

applies TC’s De-
cryption algorithm on s0 and s1, and obtains its

corresponding decryption shares s
ij

0 and s
ij

1 .

4. OTD-Share-Combination: A1 engages with
each of the t−1 other parties in a 1-out-of-2 oblivi-
ous transfer, and receives only the t−1 decryption
shares of sb, without revealing b to the other par-
ties. If a party does not provide a share because
it detected cheating in the previous step, then the
protocol cannot proceed. A1 then combines it’s
own decryption share of sb with the t − 1 shares
it receives in order to form the required set of t

decryption shares. Using TC’s Share Verification
algorithm, A1 checks the validity of the t decryp-
tion shares. If all are valid, A1 combines them with
the Share Combination algorithm to obtain sb.

While this algorithm uses a “Trusted Dealer”, this is
not a trusted third-party in the agent protocol — in
fact, the originator plays the role of the trusted dealer
when this protocol is used in the agent setting. Also
note that while the protocol seems to require several
rounds of communication as it is described above (since
the oblivious transfer is put in the middle of the thresh-
old decryption), we can combine messages so that this
is a one-round OTD protocol: the message from A1 in
the OTD-Distribute step can be combined with the
first message of the non-interactive 1-out-of-2 oblivious
transfer in the OTD-Share-Combination step. Then
the single response message from each party Aij

in the
oblivious transfer is the only other communication re-
quired.

The security goals of OTD, which are for A1 to learn
only one decrypted string and no other party to learn
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which string A1 has recovered, follow easily from the
security of the underlying threshold cryptosystem and
the 1-out-of-2 oblivious transfer protocol.

C. The Multi-Agent Protocol

Our protocol assumes a typical multi-agent setting
but requires that each mobile agent visits a disjoint
set of hosts. Assume there are ` hosts and n agents
in the system, where n ≤ `. Let s be the safety
of our protocol. That is, the protocol is secure
against collusion of up to s − 1 hosts. Without loss
of generality, assume the agent state is nx bits, the
input from each host is ny bits, and the output
for each host is nz bits. An encrypted circuit is a
tuple (C,L,K,U), where C is the encrypted form of
the circuit, L = ((L1,0, L1,1), . . . , (Lnx,0, Lnx,1))
and K = ((K1,0, K1,1), . . . , (Kny ,0, Kny ,1))
are the lists of input signals for the agent
state and the host input, respectively, and
U = ((U1,0, U1,1), . . . , (Unz+nx,0, Unz+nx,1)) is the
list of output signals to the host as well as the signals
for the updated agent state. Each pair of signals are
associated with one bit of input or output, with the
first signal of the pair encoding 0 and the second one
encoding 1. Notice that the updated agent state,
((Unz+1,0, Unz+1,1), . . . , (Unz+nx,0, Unz+nx,1)), equals
the L of the encrypted circuit for the next host.

The basic framework of our protocol is the same as
the ACCK protocol, but the decryption of the signals
corresponding to the hosts’ inputs is done by the mobile
agents through the OTD protocol. The following is a
step-by-step description of our protocol.

1. It can be proved (see the next section) that the
threshold t of the cryptosystem must be at least
dn+s

2 e to insure security against s − 1 colluding
hosts, each controlling an agent. The originator O

executes step OTD-Setup with parameters t and
n to generate a public key PK, a verification key
V K, and n private key shares SKi.

2. O divides the ` hosts into n disjoint subsets. In
the following, we identify a host with a pair (i, j),
where i is the subset id and j is the host id within
that subset. For each host H(i,j), O creates an

encrypted circuit (C(i,j),L(i,j),K(i,j),U (i,j)) with
C(i,j) being the agent code to be executed on that
host, implementing the agent functions g(i,j) and
h(i,j). In addition, to indirectly communicate the
private input signals to host H(i,j), O encrypts

K(i,j) and its label (i, j) with the Encryption al-
gorithm using PK. Denote the encrypted signals

as K
(i,j)

= ((K
(i,j)

1,0 , K
(i,j)

1,1 ), . . . , (K
(i,j)

ny ,0, K
(i,j)

ny ,1)).
3. Next, O creates n mobile agents. For agent
MAi, i = 1, . . . , n, its code includes the en-

crypted circuits C(i,j), the encrypted signals K
(i,j)

,

and ((U
(i,j)
1,0 , U

(i,j)
1,1 ), . . . , (U

(i,j)
nz ,0 , U

(i,j)
nz,1 )), for all the

hosts in subset i. O also sets L
′(i,1)
k = L

(i,1)
k,x(i,1),k

,

for k = 1, . . . , nx, as the initial state of MAi. In
addition, MAi is assigned a private key SKi, and
O also signs all these components of MAi with
its private key (this is not the private key used
in the threshold decryption, but rather a normal,
static private key whose corresponding public key
is certified and known by the hosts). After this, O

sends out MAi to H(i,1), the first host of subset i,
for i = 1, . . . , n. This concludes O’s initial work,
and O can now go offline until the last step.

4. Every host H(i,j), upon receiving agent MAi, first
checks the signature of O. Then it locates at least t

agents including MAi (recall that t is the thresh-
old), and executes step OTD-Distribute using

the signed list of encrypted signals K
(i,j)

.

5. Each of the t agents checks the signature of K
(i,j)

.
Then it extracts the label (i, j), and checks its de-
cryption history to see if this list of encrypted sig-
nals has been decrypted before. If either the signa-
ture is invalid or the list has been decrypted before,
the agent detects cheating and refuses to decrypt
the list. Otherwise, the agent executes step OTD-

Share-Creation to obtain the decryption shares

for all pairs of encrypted signals of K
(i,j)

.
6. The t agents (including MAi) execute step OTD-

Share-Combination and as a result host H(i,j)

learns the decrypted input signals K(i,j) that cor-
respond to its private input y(i,j).

4

7. H(i,j) evaluates the encrypted circuit C(i,j) using
the input signals that it now knows, decrypts its
own private output using the corresponding U (i,j)

vector, and sends the agent (consisting of the en-
crypted circuits and signals for the following hosts
as well as its updated state in the form of signals)
to the next host in the subset, or back to the orig-
inator if this was the last host in the subset. If the
transfer was to a different host, that host repeats
steps 4 – 7.

8. Finally all n agents return back to O with their
final states. O decrypts these signals to get the
values they represent and combines the results into
the final result.

D. Analysis

Of all the security goals we list in Table I, the privacy
and integrity of agent state and code as well as com-
plete host data privacy with regard to dishonest hosts
are guaranteed from the security of Yao’s protocol and
the OTD protocol, as long as all parties follow the pro-
tocol honestly. Essentially, the OTD protocol imple-
ments the oblivious transfer from the originator to the

4 Note that nothing requires H(i,j) to use it’s “real” input for
y(i,j), but rather could pretend that it’s input was different, ob-
taining different decrypted input signals. However, these signals
would correspond to some valid private input, which we then take
to be the input that host H(i,j) has committed to.
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hosts. Therefore, the agent computation realizes Yao’s
protocol and hence secure function evaluation between
the originator and the hosts.

“Cheating” by not following the protocol is protected
against through the use of signatures on the encrypted
labels, and the security of the underlying primitive op-
erations. One point that bears further exploration is
the possibility of a host H using two different subsets
of hosts in different OTD executions in order to decrypt
more than one set of input signals, thereby compromis-
ing the integrity of the agent state. For this to work,
any overlap between these two sets of hosts must consist
of only bad hosts which collude with H , or otherwise
the cheating would be caught (and stopped) in step 5
when the good hosts check their decryption histories.
However, the following lemma shows that this is im-
possible.

Lemma 1: For any two subsets S1 and S2 of size t, S1∩
S2 contains at least one good host.

Proof: S1 and S2 must each contain t − |S1 ∩ S2|
unique hosts, as well as the |S1 ∩ S2| shared hosts, so
the total number of hosts required is at least 2(t−|S1∩
S2|) + |S1 ∩ S2| = 2t − |S1 ∩ S2|.

Assume for the sake of contradiction that the lemma
statement is not true, so S1 ∩S2 consists of only “bad”
hosts. Because the safety parameter bounds the num-
ber of bad hosts, |S1 ∩ S2| ≤ s − 1, and so the total
number of hosts is at least

2t − |S1 ∩ S2| ≥ 2t − (s − 1)

≥ 2

⌈

n + s

2

⌉

− s + 1

≥ n + s − s + 1

= n + 1

which contradicts the fact that we only have n hosts.
Therefore, at least one of the hosts in |S1 ∩S2| must be
good.

IV. Conclusion

We present a software-only, multi-agent protocol for
protecting mobile agents against tampering by mali-
cious hosts. Compared with the prior work on this
issue, our protocol satisfies the same security require-
ments but with the weakest possible assumptions (noth-
ing more than a standard mobile agent setting), and
maintains the most general functionality achieved so
far: capable of computing any polynomial-time func-
tion. In particular, we have removed the reliance on a
trusted third party that existed in the previous proto-
col, and maintained security even in a setting with a
multitude of untrusted hosts. Our protocol also adds
fault-tolerance and parallelism to the previous results.
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