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Abstract

Intrusion Detection Systems (IDS) are responsible for mon-
itoring and analyzing host or network activity to detect intru-
sions in order to protect information from unauthorized access
or manipulation. There are two main approaches for in-
trusion detection: signature-based and anomaly-based.
Signature-based detection employs pattern matching to match
attack signatures with observed data making it ideal for de-
tecting known attacks. However, it cannot detect unknown at-
tacks for which there is no signature available. Anomaly-based
detection uses machine-learning techniques to create a pro-
file of normal system behavior and uses this profile to detect
deviations from the normal behavior. Although this tech-
nique is effective in detecting unknown attacks, it has a
drawback of a high false alarm rate. In this paper, we de-
scribe our anomaly-based IDS designed for detecting mali-
cious use of cryptographic and application-level protocols.
Our system has several unique characteristics and bene-
fits, such as the ability to monitor cryptographic protocols
and application-level protocols embedded in encrypted ses-
sions, a very lightweight monitoring process, and the ability
to react to protocol misuse by modifying protocol response di-
rectly.

1. Introduction
Cryptographic protocols are communication protocols that rely
upon cryptography to provide security services across dis-
tributed systems. Applications are increasingly relying on en-
cryption services provided by cryptographic protocols to en-
sure confidentiality and authentication during secure transac-
tions over the network. However, the security provided by these
encryption services might be undermined if the underlying se-
curity protocol1 has design or implementation flaws. In fact,
research has revealed numerous weaknesses in security proto-
cols [7, 8, 9, 10, 11, 12] with results ranging from the mis-
use of encryption [17] to compromising the private encryption
key [22]. Much research in this area has focused on applying
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1 The terms cryptographic protocol and security protocol are used inter-

changeably throughout this paper.

formal methods for analysis and verification of security proto-
cols, and although much of this research was successful in de-
tecting flaws in and improving the protocols, it remains a fact
that complete security of cryptographic protocols is still a work
in progress. Given the imperfect nature of security protocol de-
sign, it can be concluded that in order to improve the confi-
dence in security protocols, detecting intrusions in those pro-
tocols is important.

Intrusion detection is a well-studied field, and two main de-
tection approaches have been in use for several years:
signature-based and anomaly-based. The signature-based ap-
proach is effective for detecting known attacks, since it
matches the monitored data with a database of known at-
tack signatures to detect suspicious activities. However, due to
its reliance on attack signatures, it is ineffective against pre-
viously unknown attacks and modified versions of known at-
tacks. In addition, available but imprecise signatures may
cause increased false positives. Anomaly-based detec-
tion tries to ameliorate these problems by focusing on
modeling normal system behavior in order to be able to de-
tect behavioral deviations. A normal system behavior pro-
file is created by observing data over a period of time,
and then intrusions are detected as deviations in the moni-
tored behavior, enabling anomaly-based detection systems
to detect novel attacks. Although this is a distinct advan-
tage over signature-based systems, anomaly-based sys-
tems have demonstrated difficulty in selecting system fea-
tures in order to characterize normal behavior in such a
way that any subtle deviation caused by malicious activi-
ties is not missed, and at the same time expected deviations
do not generate alerts. Further, imprecise normal behav-
ior profiles may increase false alerts, limiting the applications
of anomaly-based systems in practice. However, recent re-
search has introduced a new approach, specification-based de-
tection, which has been applied to address the problem of
high false positives. The specification-based intrusion de-
tection approach uses manually developed specifications to
characterize the legitimate system behavior, rather than re-
lying on machine-learning techniques to learn the normal
behavior, thus eliminating false positives caused by legit-
imate but previously unseen behavior. The advantages of
specification-based and anomaly-based approaches were com-
bined by Sekar et al. [21] in their specification-based anomaly
detection system, which greatly simplifies feature selec-
tion while being able to detect novel attacks.



Published in 2004 IEEE Conference on Information Technology: Coding and Computing (ITCC) 82

Given the success of current intrusion detection technology,
applying it to detecting intrusions in cryptographic protocols
seems to be an attractive choice. However, most network in-
trusion detection systems inspect network packet fields in or-
der to match them with attack signatures or to generate a high-
level model of interactions between communicating principals
to detect suspicious activity. These activities are infeasible at
the network level when protocol sessions are encrypted, which
suggests that application level techniques must be employed
in such a setting. Indeed, recently, Yasinsac [15] demonstrated
that dynamic analysis of security protocols, rather than a static
analysis as in the case of formal methods, enables detection
of certain class of attacks on cryptographic protocols. Yasin-
sac’s technique is based on protocol-oriented state-based at-
tack detection, which reconstructs protocol sessions in terms
of state models and matches these with previously generated
attack state models to detect attacks. However, the attack be-
havior is modeled as state-machine representations of execu-
tion traces of known protocol attacks, which is essentially a
signature-based technique, and hence has a drawback of not
being able to detect novel attacks.

1.1. ProtoMon
Our technique derives inspiration from the specification-based
anomaly detection system of Sekar et al. [21] and inherits its
benefits, such as reduced false alarm rate, simplified feature se-
lection and unsupervised learning. In this paper, we propose a
novel approach of instrumenting shared libraries for crypto-
graphic and application-level protocols to be able to detect and
prevent intrusions in those protocols. Our approach detects at-
tacks on protocols embedded in encrypted sessions since we
integrate the monitoring into processes taking part in the pro-
tocols. Monitoring at a gateway or even another process on
the same machine will not be able to detect these attacks. The
framework that we propose has the ability to move data col-
lection and analysis off the host to make the performance im-
pact minimal. Also, moving the analysis from the hosts to a
central protocol monitor process makes it possible to correlate
alerts in order to further reduce the false alarm rate and to de-
tect network-wide attack patterns. We present experimental re-
sults to demonstrate the effectiveness of our approach in de-
tecting some of the recent attacks on OpenSSL, such as timing
attacks and password interception [22, 23].

2. Related Work
Intrusion detection is a heavily studied topic, and so in this sec-
tion we only highlight the work that is most directly related to
the techniques we propose in this paper.

The most important characteristic of an anomaly-based IDS
is its technique for learning “normal behavior.” One of the
most common approaches is to use probabilistic techniques,
learning models of particular features of normal network traf-
fic (as is done in the SPADE [1], an anomaly detection plugin
for Snort) or of other measurable characteristics such as sys-
tem calls (such as the work of Forrest [4, 19]). Our approach
is somewhat like a combination of these techniques, where we
model normal network protocol characteristics, but do so in a
host-based system so that we can peer into encrypted packets.

More advanced modeling techniques have been applied to
anomaly detection as well, including cluster analysis and data
mining. Both NATE [2] and CLAD [3] are anomaly detection

systems based on cluster analysis; however, both are based on
sampling packet fields to determine protocol abuse, which is
not possible for protocols wrapped in encrypted sessions. An
example of data mining for anomaly detection is the work of
Lee and Stolfo, who propose a system in which normal usage
patterns are formed by learning (mining) large amounts of au-
dit data [5]. While this is an interesting direction, the complex-
ity of such a system makes it currently unsuitable for real-time
intrusion detection unless a distributed detection framework is
designed. It is possible for these techniques to be applied indi-
rectly in our setting, by incorporating them in the analysis en-
gine, but we leave this possibility to future work.

All of the approaches to anomaly-detection discussed above
have one common problem: choosing the correct features to
be learned in order to create an accurate behavior profile of
the system. Consequently, attacks that manifest themselves as
anomalies in the features not included in the normal behavior
profile are likely to be missed. This problem is ameliorated by a
new variant of anomaly detection, specification-based anomaly
detection, which uses specifications of protocols given in stan-
dard documentation like RFCs to select appropriate features.
Use of protocol specifications enables manual characterization
of legitimate behavior rather than learning the normal behav-
ior by observing data over a period of time. As another advan-
tage, this approach alleviates the problem of high false posi-
tives evidenced in the anomaly detection, by eliminating the
false positives caused by behaviors that are legitimate but ab-
sent in the training data.

Sekar et al. proposed a method, specification-based
anomaly detection, that uses state-machine specifications of
network protocols and statistical learning to map packet se-
quence properties to properties of state-machine transi-
tions for detecting network intrusions [21]. The effectiveness
of their approach is evidenced at a network gateway by suc-
cessful detection of most attacks by simply monitoring the
distribution of frequencies with which each state transi-
tion is taken. However, as noted by Sekar et al., current intru-
sion detection techniques rely primarily on inspecting network
packet fields to gather information about the system behav-
ior, which becomes infeasible when sessions are encrypted.
With the advent of IPv6 and and wider use of IPSec this prob-
lem will get worse, as there will be more end-to-end encrypted
connections making network-level detection techniques in-
effective for detecting application-level attacks. Our ap-
proach addresses this problem by embedding the monitoring
into the protocol process, thus eliminating the need for inspec-
tion at the network level.

The problem addressed by our work and others in de-
tecting abuse of security protocols is complementary to the
problem of designing secure protocols. Extensive work has
been done to formally verify and test the security protocols
to prove that they are secure. Several works have been pub-
lished on the topic after Needham and Schroeder [6] first sug-
gested the possibility of applying formal methods for crypto-
graphic protocol analysis, and Dolev and Yao [7] developed
a polynomial-time algorithm for deciding the security of re-
stricted class of protocols. Based on these foundations, sev-
eral tools for formally analyzing security protocols were devel-
oped including special-purpose model-checkers such as the In-
terrogator [8] and the NRL Protocol Analyzer [9], and general-
purpose model-checkers such as FDR [10] and Mur [11]. More
recent work by Song has addressed the problem of state space
explosion experienced by model checkers, promising more ef-
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Figure 1. Generic Protocol Monitoring Frame-
work

ficient formal analysis tools [12]. However, given that the pro-
tocol security problem is undecidable [13, 14], these tech-
niques have limits to their completeness, meaning that the anal-
ysis tools will not be successful all the time. Thus, supplemen-
tal to the formal methods, a mechanism such as ours for de-
tecting misuse of cryptographic protocols is highly desirable in
the production environment. This argument is further strength-
ened by recent research results that continue to uncover serious
flaws in cryptographic protocols [22, 23].

More recently, this issue was addressed by Yasinsac who
applied classic knowledge-based and behavior-based intrusion
detection techniques for detecting intrusions in security proto-
cols [15, 16]. This technique develops signatures of protocol
attacks by gathering information from three sources:

• Known attacks identified in the literature.

• Attack taxonomies identified in the literature.

• Flaws and suspicious activity gathered during execution.

The attack signatures are developed from protocol execution
traces modeled as state machines, which are then used by the
detection system for matching with the state machines that
are dynamically built during actual protocol execution. Unlike
our approach, this approach requires explicit knowledge of at-
tack signatures in terms of protocol execution traces, making
it a signature-based system. Our approach, using the anomaly-
based methodology, needs no prior knowledge of attack signa-
tures, thus enabling it to detect novel attacks as well as modifi-
cations of known attacks.

3. Overview of ProtoMon

Identifying protocol implementation libraries is our first step
for instrumenting embedded monitors in the protocol process.
We implement the embedded monitors as shared libraries that
are integrated with other cryptographic libraries in an imple-
mentation, and that act as sensors within our monitoring frame-
work. However, it should be noted that unlike traditional IDS

sensors which extract data from passive sources such as au-
dit logs, our sensors are directly integrated inside the process
and generate signals as the process executes.

3.1. Generic Protocol Monitoring Framework

Figure 1 shows the basic architecture of our system, which we
describe more fully in the remainder of this section. Our system
is a generic protocol monitoring framework that can be config-
ured as a host-based intrusion detection system or as a central
protocol monitor for all hosts on a network, moving data col-
lection and analysis off the hosts to minimize the performance
impact, as illustrated in Figure 1. Our framework consists of
three main components: the protocol monitor, pluggable pro-
tocol behavior profiles, and monitor stubs. We now briefly de-
scribe each of these components.

3.1.1. The Protocol Monitor. The protocol monitor is pri-
marily responsible for collecting and analyzing the protocol
state transition notifications sent by the stubs and detecting
anomalies in the protocol behavior. The anomalies are detected
by building a short-term profile of the protocol usage and com-
paring it with the normal behavior profile built during the learn-
ing phase. We show in section 4 that most of the attacks that
are within the scope of our system are detected by monitoring
the state change notifications. The protocol monitor can be op-
erated in three modes, learn, detect, and prevent, which are de-
scribed next.

Learn mode. In the learn mode, the protocol monitor creates
normal behavior profiles for target protocols by taking manu-
ally developed protocol state-machine specifications and then
observing training data for a period of time to be able to per-
form statistical analysis of state transitions reported by monitor
stubs. It is important that the training data reflects the expected
usage pattern of the protocol so that the resultant normal behav-
ior profile captures the correct expected behavior, thus reduc-
ing the false positives. However, it should be noted that since
we use the specification-based approach, the scope of the learn-
ing phase is limited to statistical analysis of legitimate protocol
use, rather than learning the legitimate use itself, so this system
is less susceptible to false alarms generated by legitimate be-
havior that is unseen in the training data. Further, the usage
statistics of the network services, and hence the use of the pro-
tocols, can vary significantly depending on day and time, so
ProtoMon can gather statistics specifically for different time
periods. In our experiments we use 6 different time slots for
each day. The statistics collected by the monitor in learn mode
are:

• Maximum number of protocol sessions for each time slot.

• Maximum number of broken protocol sessions for each
time slot.

• State transition statistics. These include the average of the
number of times each state transition is taken. The aver-
ages are calculated per second, per minute, and per hour
to be able to detect attacks that create sudden and short-
term anomalies as well as attacks that cause slow and rel-
atively long-term anomalies.

At the end of the learning phase the protocol monitor creates a
normal behavior profile for each monitored protocol by record-
ing and averaging the statistics mentioned above.
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Detect mode. The normal protocol behavior profiles cre-
ated in the training phase are subsequently used by the pro-
tocol monitor in the detect mode as a protocol usage baseline,
both in terms of legitimate protocol use and expected proto-
col usage statistics. We define a tolerance limit for the devia-
tion of protocol behavior as the maximum deviation from the
normal behavior that is acceptable and is not flagged as anoma-
lous. The protocol monitor creates a short-term protocol usage
profile at regular intervals by observing the data and compar-
ing it with tolerance limits of the baseline provided by the nor-
mal behavior profile to be able to detect specification viola-
tions and statistical anomalies. To be able to successfully exe-
cute an undetected attack, the attack must not create any pro-
tocol behavior anomalies and must strictly follow the protocol
state transition specifications. Any attempts that cause speci-
fication violations or behavior anomalies are immediately de-
tectable.

Prevent mode. Intrusion response is a well-studied field and
various approaches are currently in use, with the most com-
mon using techniques such as blocking traffic from offending
IP addresses and forcefully resetting connections (e.g., as done
by PortSentry [18]). However, these techniques could be used
by an adversary to make an IDS block the traffic from non-
offending IP addresses causing a denial of service. We address
this issue, as it pertains to responding to protocol misuse, by us-
ing the prevent mode of operation. In the prevent mode, upon
detecting a protocol behavior that falls above the upper tol-
erance limit, the protocol monitor coordinates with the mon-
itor stub and slows down the protocol response. This is pos-
sible because of our positioning the monitor stubs inside the
protocol process, which allows the monitor stub to introduce
a delay in each protocol state transition as long as the pro-
tocol monitor signals anomalous behavior. This is similar to
some previous systems, including pH’s technique of introduc-
ing system-call delays in processes that show abnormal behav-
ior [19], and LaBrea’s technique of deliberately slowing the
connection from suspected scanner machines [20]. Our embed-
ded stubs force the protocol behavior to remain within the up-
per tolerance limit, causing attacks that need a large number
of sessions to be slowed down to the point where they are no
longer effective. Further, elongating the time needed for the at-
tack to be successful allows for human intervention. Also, as a
supplemental response to the detected attack, alerts generated
by the protocol monitor could be used to invoke other response
mechanisms, such as at the router, to stop an attack. Since the
stubs remove the delays once the behavior returns back in the
tolerance limit, the protocol is not completely halted and our
mechanism cannot be used by an attacker to cause an indefi-
nite denial of service. However, it should be noted that the pre-
vent mode introduces increased network traffic overhead due
to the increased communication between the protocol monitor
and the monitor stub, as illustrated in Section 4.

Architecture of the Protocol Monitor. The protocol monitor
process consists of four threads: listener, validator, timer, and
counter. Figure 1 shows the interaction between these threads
and the alerts that they generate. The listener collects the state
change notifications generated by the monitor stubs and inserts
them into a notification queue. The validator thread picks up
the notifications from the notification queue and validates them
against the protocol specification to detect any specification vi-
olations. It also generates statistics of protocol usage which are
later used by the counter thread to create a behavior profile.
Valid state change notifications are inserted in the timer queue

for timing each state, which allows the protocol monitor to gen-
erate timeout alerts if the protocol state machine is aborted be-
fore the final state is reached. Observing the number and fre-
quency of timeout alerts detects some of the side channel at-
tacks described in Section 4. The counter thread constantly
compares the normal behavior profile with the short term pro-
file, referred to as “Runtime statistics”, that it generates using
the state transition statistics, collected by the validator thread.
Significant difference between the state transition statistics in
the short term profile and the ones in the normal behavior pro-
file are detected as anomalies by the counter thread.

3.1.2. Pluggable Protocol Behavior Profiles. At the end of
the learning phase, protocol behavior profiles are generated
for all target protocols. A behavior profile has a specification
component, which is manually developed in terms of proto-
col state-machine by studying implementations of the proto-
col and standard documents like RFCs. The specification com-
ponent is complimented by a statistical component, which is
built during the training phase, in which training data is used to
learn normal protocol usage statistics. The specification com-
ponent characterizes legitimate protocol usage in terms of valid
states, start states, final states, and all valid state transitions.
The rationale behind incorporating these two components is
that, some of the attacks cause the protocol to directly vio-
late the protocol specification and are thus detected immedi-
ately by validations performed against the specification com-
ponent, whereas attacks that may not generate specification vi-
olations but merely are manifested as traffic or usage anoma-
lies are detected due to the usage baseline provided by the sta-
tistical component. It is important that the training data resem-
bles the use of the protocol in the target environment to ensure
increased precision of behavior profiles, and, as stated earlier,
we can use different profiles for different time periods. Pro-
files generated in this way are then loaded in to the protocol
monitor and are used to be able to enforce legitimate and ex-
pected protocol usage and to detect attacks as anomalies.

The following is a sample entry in the profile of OpenSSL
for a weekday afternoon.

Statistics weekday afternoon{
8464 {8496 1 64 3779}
8496 {8512 1 64 3779} {8656 0 0 0}
8512 {8528 1 64 3779}
8528 {8544 1 64 3779}
8544 {8560 1 64 3779}
8560 {8448 1 64 3779}
8448 {8576 1 64 3779} {8640 0 0 0} {3 1 64 3779}
8576 {8592 1 64 3779}
8592 {8608 1 64 3779}
8608 {8640 1 64 3779}
8640 {8656 1 64 3779} {3 0 0 0}
8656 {8672 1 64 3779}
8672 {8448 1 64 3779}
3
maxSessions=9983
maxBrokenSessions=57

}

Each line begins with a number of a current state followed
by all states reachable from that state and the statistics on that
particular state transition for three different time intervals: 1
second, 1 minute and 1 hour. This enables detection of attacks
that create short-term anomalies which might not get mani-
fested as an anomaly in relatively long term statistics, as well
as attacks that create anomalies in the long-term statistics.
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3.1.3. Monitor Stubs. Stubs provide a generic interface be-
tween the protocol process and the protocol monitor and are
integrated into shared libraries of the protocol implementation.
Integrating the stubs with the protocol libraries allows them
to capture the protocol activity dynamically, rather than rely-
ing on passive methods such as audit logs, and to monitor en-
crypted protocol sessions. Monitor stubs perform a handshake
with the protocol monitor to check network availability and to
know the mode in which the protocol monitor is running (learn,
detect, or prevent). The stubs send protocol state change noti-
fications to either the local protocol monitor functioning as a
host-based monitoring system, or to a central protocol moni-
tor for network-wide analysis and to reduce the performance
impact on the host. During the experiments, the process of in-
tegrating the stubs with the protocol libraries required a very
minimal change in the protocol implementation files since the
state transitions were clearly and directly implemented in the
original libraries, which we conjecture would be the case with
any well-written protocol library.

3.2. Benefits of Approach
The approach taken by ProtoMon has several distinct benefits
and advantages, which we discuss in this section.

Detection of attacks on cryptographic protocols and
application-level protocols embedded in encrypted ses-
sions. As a primary contribution of our work, our system is
able to detect attacks on the application protocols that use en-
cryption to provide authentication, key distribution, and other
services necessary for secure communication between par-
ticipating principals. Current intrusion detection systems
which detect attacks on application-level protocols primar-
ily analyze the application-level payload in network pack-
ets to match patterns of known attacks. Use of encryption
by the application-level protocol makes this analysis infeasi-
ble since the payload is encrypted and can only be decrypted at
the application-level. We have addressed this issue by position-
ing our sensors inside the application-level protocol process.
Further, application of the specification-based anomaly de-
tection approach enables detection of known and unknown
attacks and should keep the false positive rate low.

Generic framework. Although we demonstrate the ability
of our system to detect attacks on application-level and cryp-
tographic protocols, the design of our framework is generic,
meaning it could be applied to any arbitrary protocol with
clearly defined specifications. As noted earlier, this will allow
our system to act as a central protocol monitor for the entire
network enabling correlation of alerts generated due to behav-
ior deviations in protocols running on different hosts.

Response ability. Intrusion response systems aim at pre-
venting or minimizing the damage caused by detected intru-
sions. Detection systems that are based on analyzing informa-
tion from passive sources such as audit logs rely on peripheral
response actions such as isolating the target host or changing
network firewall rules to block traffic from offending IP ad-
dresses. However, the response of the application which is un-
der attack does not change to defend itself. In our approach,
due to their positioning inside the protocol process, the mon-
itor stubs enable changing the response of the protocol that is
being attacked.

Lightweight. Our system is lightweight meaning it adds
minimal overhead to the host that is running the monitored
protocol. The prevent mode introduces increased overhead, as
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compared to the detect mode, due to the increased communi-
cation between the protocol monitor and the stub; however, in
this case the entire purpose is to slow down protocol response,
so additional overhead doesn’t seem to be a particular burden.

4. Experimental Results
For evaluation purposes we used attacks against OpenSSL.

4.1. Experimental setup
We carried out the experiments on a private LAN with no sig-
nificant background traffic and with the configuration shown in
Figure 2. During the learning phase, normal OpenSSL proto-
col usage was simulated by using a four week access log of a
real web site. Any instances of attacks in the access log were
removed in order to exclude the behavior of the protocol dur-
ing the attack. Statistics collected during the learning phase
were then used in the detect phase to demonstrate the ability
of the system to detect attacks not observed during the learn-
ing phase.

4.2. Attack Prevention
We categorize attacks that are within the scope of our system
into two general classes: atomic, and non-atomic. We denote
attacks which need to use the protocol once or for very few
times as atomic. On the other hand, attacks that are based on
using the protocol for a large number of times, such as tim-
ing attacks, are referred to as non-atomic. Non-atomic attacks
are preventable in the prevent mode of the protocol monitor,
whereas atomic attacks are only detectable. This follows from
the fact that we use an approach of slowing down the protocol
response if the protocol monitor detects the protocol behavior
going beyond the upper tolerance limit. Atomic attacks do not
generate this type of anomaly and hence cannot be prevented
by the slow-down mechanism. However, our results show that
this mechanism is effective in considerably elongating the time
taken by an ongoing non-atomic attack to complete. The slow-
down-factor can be tuned to a value that practically prevents
the attack from becoming successful.

4.3. Attack Detection
In this section, we consider 3 different specific attacks on
OpenSSL.

Side-channel attacks. Side-channel attacks have been
shown to be possible and practical on cryptographic pro-
tocols based on RSA encryption routines [22, 23, 24, 25].
These attacks deduce the private key, or invert the encryp-
tion with the help of information that is unintentionally leaked
by the protocol. In the case of timing attack against OpenSSL



Published in 2004 IEEE Conference on Information Technology: Coding and Computing (ITCC) 86

 0

 50000

 100000

 150000

 200000

 250000

 300000

 350000

 400000

 450000

 0  5  10  15  20  25  30  35F
ai

le
d 

se
ss

io
n 

ne
go

tia
tio

n 
at

te
m

pt
s

Time (hours)

Detect mode
Prevent mode
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OpenSSL

implementations, it takes around 350,000 failed session ne-
gotiation attempts to break a 1024-bit RSA private key [22].
As a general characteristic of these attacks, each failed at-
tempt to negotiate a session results in aborting the proto-
col state-machine before the final handshake state is reached.
Our protocol monitor times each state and observes the in-
creased number of timeouts, which detects these attacks. We
simulated the timing attack by tweaking the OpenSSL client li-
brary and using a dummy SSL client application to repeatedly
abort the handshake at a particular state. Figure 3 demon-
strates the increased number of timeouts during the time when
the attack is in progress. The attack simulation took approxi-
mately 6 hours to complete in the detect mode, whereas in the
prevent mode, with 1 second delay introduced in the state tran-
sitions after the threshold number of sessions were aborted, the
stub slowed down the protocol and it took an average of 7 sec-
onds per session. As seen, this considerably elongates the
time taken for the attack to be successful. While the orig-
inal attack simulation completed all 350,000 probes in
approximately 6 hours, the prevent mode protocol moni-
tor allowed only about 15,420 probes in the first 30 hours.
Not only would the required 350,000 probes would take 680
hours at this rate, but also note that the main characteris-
tic of this attack, the timing of protocol events, is disrupted by
the protocol delays, rendering the attack completely ineffec-
tive.

Rollback Attacks. Wagner and Schneier pointed out possi-
ble vulnerabilities in the specification of SSL version 3 [26],
and we specifically demonstrate detection of version rollback
and cipher-suite rollback attacks. SSLv3 is susceptible to a ver-
sion rollback attack in which the client hello message sent
by the client during session resumption can be intercepted
by an intruder to change the version number to 2, thus forc-
ing the server to downgrade the version used in the ses-
sion with that client. If the server finds the session id sup-
plied in the client hello message in its cache, it assumes re-
sumption of a previous session, but with a lower SSL ver-
sion and directly proceeds to the finished message. Further,
unlike SSLv3, the finished message in SSLv2 does not in-
clude the version number making this attack undetectable. The
downgrading of the SSL version by the server exposes the
server to several vulnerabilities in SSLv2. To be able to de-

tect this attack, the protocol monitor maintains separate ses-
sion caches for SSLv2 and SSLv3 as suggested by Wagner and
Schneier. This attack is detected by simply observing a transi-
tion from the SSL2 ST SEND SERVER HELLO A state to the
SSL2 ST SERVER START ENCRYPTION state reported by a
monitor stub embedded in SSLv2 for a session id that was
previously registered with the protocol monitor by a stub in
SSLv3.

The cipher-suite rollback attack exploits the fact that the
change cipher spec message is excluded from the calculation
of a MAC on the previous handshake messages, which is used
as an authentication code for the finished message. The attacker
can drop the change cipher spec message causing the server
and the client to never change the pending cipher-suite to the
current cipher-suite, potentially disabling encryption and mes-
sage authentication at the record layer. Although the SSLv3
protocol specification documents the change cipher spec mes-
sage as an optional message, it is most likely a cipher-suite roll-
back attack if this message is excluded from the initial hand-
shake since the initial configuration provides no encryption or
authentication, with the exception of the session resumption
scenario. The protocol monitor requires the change cipher spec
message during the initial handshake and dropping this mes-
sage by the attacker results in a specification violation that is
immediately detected.

Buffer overflow and Denial of service attacks. Buffer over-
flow vulnerabilities that exist in the implementations of SSL
protocol routines [28, 27] could be exploited to execute ar-
bitrary code on the server. For example, an Apache/mod ssl
worm exploited a buffer overflow during the SSLv2 hand-
shake process. Although the attacker can gain full control of
the server by executing this arbitrary code, it should be noted
that the attacks that fall in this category most likely result in
aborting the state-model of the protocol at an arbitrary state.
The protocol monitor detects this behavior by using the time-
out mechanism described earlier. The timeout alert could then
be correlated with the anomaly in protocol statistics reported
to the protocol monitor to detect the denial of service that may
be caused by the executed code.

4.4. Behavior comparison

Figure 4 demonstrates the behavior of OpenSSL during the two
operating modes: detect and prevent. As seen, alerts are gener-
ated in both modes when the protocol behavior deviates from
the normal behavior beyond the tolerance limit. However, in
the prevent mode, the protocol monitor signals the monitor stub
to insert delays in the protocol state transitions upon detection
of significant deviation, effectively slowing down the protocol
and forcing the protocol behavior to be within the upper toler-
ance limit of the normal behavior. If the protocol behavior de-
viates toward the lower tolerance limit, alerts are generated in
both the modes.

Figure 5 illustrates variation in the protocol response time
caused by the delays introduced by the stub as a result of the
protocol monitor signaling the deviation of the protocol behav-
ior beyond the upper tolerance limit. The behavior is sampled
every second, every minute and every hour. Figure 4 shows the
behavior sampled every minute with the behavior crossing the
upper tolerance limit at the beginning of the fourth minute. As
a result the protocol response time plotted in Figure 5 shows
the corresponding increase for the period of 90 seconds.
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Figure 4. Protocol behavior comparison
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Figure 5. Protocol response time variation

4.5. Performance Overheads
Given that cryptographic computations based on public key al-
gorithms such as RSA are complex and resource intensive, it is
desirable to minimize the overhead added by any mechanism
that aims at detecting intrusions in protocols based on these al-
gorithms. This section shows overheads in the performance of
the OpenSSL protocol implementation caused by our detection
and prevention mechanism, as measured with our experimen-
tal setup of Figure 2.

4.5.1. Network Bandwidth. The monitor stub sends state
transition notifications to the protocol monitor over the net-
work when they are running on different hosts, resulting in ad-
ditional network traffic. The following table shows the average
network traffic overhead over 1000 SSL sessions, with an av-
erage of 2465 bytes of SSL protocol related data and an aver-
age of 3243 bytes of application data, with all measurements
taken on the wire.

Detect mode Prevent mode
Network overhead 840 bytes 1162 bytes
per SSL session (14.7%) (20.4%)

For each state transition reported by the stub to the protocol
monitor the actual UDP payload is only 12 bytes (3.9% over-
head), with the rest of the overhead being the Ethernet, IP,
and UDP header information. It is possible to collect the state

transitions and pack them in a single notification in order to
reduce this network overhead; however, we have not experi-
mented with this option. It is also possible to send the state
change notifications on a separate network interface for heav-
ily used servers to reduce overhead on the production network.

4.5.2. Protocol Response Time. As described in Sec-
tion 4.1, we used the normal behavior profile of OpenSSL
to detect anomalies in the detect and prevent modes of op-
eration. The following table shows average response time of
the OpenSSL enabled web server per request after anoma-
lies have been detected.

Response time Percentage
per request (ms) slow-down-factor

OpenSSL 385.66 -
Learn mode 404.81 4.9%
Detect mode 406.02 5.2%
Prevent mode 2080.60 439.4%

Prevent mode slows down the protocol response by the factor
of approximately 4.4 for the purpose of this experiment. This
slow-down-factor can be tuned to a desired value by adjust-
ing the delays introduced by the monitor stubs. Consequently,
the time taken by any attack that spans across multiple proto-
col sessions can be elongated when the protocol monitor is run-
ning in the prevent mode.

4.5.3. Processor overhead. When the protocol monitor is
used as a host-based detection mechanism it uses the proces-
sor time on the server. Our experiment involving measurements
of processor overhead were carried out by using the protocol
monitor as a host-based detection system. We used a host with
a Pentium4 2GHz processor to run the protocol and the proto-
col monitor. The results, in the following table, show the per-
centage increase in the processor usage by the protocol process
when the protocol monitor is used in learn, detect, and prevent
mode.

Processor usage Percentage
per session (ms) overhead

Standard OpenSSL 22.2 -
Learn mode 25.5 14.8%
Detect mode 25.7 15.7%
Prevent mode 26.3 18.4%

This overhead can be minimized by moving the protocol mon-
itor process to a central host, which has the added benefit of
enabling network-wide alert analysis and correlation.

5. Future Work
Although our results indicate that our approach of embedding
monitors inside the executing protocol process detects and pre-
vents attacks on those protocols, there remain several open re-
search issues that need further attention.

First, it is possible to apply more advanced learning tech-
niques and models to building comprehensive behavior pro-
files. Further research is needed in applying such models to en-
hance the precision of the normal behavior profile. Adaptive
learning strategies could be employed to be able to continu-
ously modify the normal behavior profile to take into account
legitimate and expected changes in the protocol usage patterns.
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In addition, the high false alarm rate experienced by
anomaly-based intrusion detection systems is a current re-
search topic. We believe that alerts caused by protocols run-
ning on various nodes in the network could be correlated to
reduce false alarms generated by a centralized protocol mon-
itoring process. This argument is strengthened by the fact
that a successful attack performed by an active attacker of-
ten involves compromising various network services on the
network to cause maximum damage. Consequently, the pro-
tocols used by these network services, if monitored at a cen-
tralized protocol monitor, should cause alerts that could be
correlated for a more comprehensive and correct attack detec-
tion.

Furthermore, our approach of responding to the detected
anomalies by slowing down the response of an abnormally
behaving protocol slows down all clients connecting to that
server until the protocol behavior returns within the tolerance
limit of its baseline. We are investigating a selective response
scheme which identifies clients causing the protocol anoma-
lies and slows down only the identified clients.

As discussed in Section 4, our current system is able to pre-
vent non-atomic attacks on cryptographic protocols. Further re-
search is needed in order to be able to include atomic attacks
in the scope of the response mechanism proposed in this paper.
It could be possible to implement the monitor stub as a wrap-
per around the protocol process, validating all the state tran-
sitions before passing them on to the protocol process. This
should allow detection of atomic attacks: for example, the ci-
pher suite rollback attack could be prevented by first validat-
ing the state transition to detect the dropping of the change ci-
pher spec message and then aborting the session to prevent the
unprotected session from continuing. However, this process of
complete mediation of all state transitions would almost cer-
tainly slow down the protocol response significantly, even un-
der non-attack conditions.

6. Conclusion
The main issue addressed by this paper is real-time detection
of intrusion attempts in application level protocols encapsu-
lated inside encrypted sessions. The results shown in this pa-
per illustrate that embedding the monitor stubs inside the cryp-
tographic protocol process restricts the avenues available to the
attacker to those attacks that create neither protocol specifica-
tion violations nor protocol usage behavior anomalies, both of
which are detectable by our proposed system. As another con-
tribution, this paper demonstrates that slowing down the pro-
tocol response is an effective way to prevent certain types of
protocol attacks and minimize the damage to the system.
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