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Abstract. In this paper we report results of experimental explorationof two soft-
ware methods for protecting the privacy and security of mobile agents while they
are operating on untrusted remote hosts. The two methods include a protocol
due to Algesheimer, Cachin, Camenisch, and Karjoth (the ACCK protocol) and a
protocol due to Tate and Xu (the TX protocol). These protocolimplementations
are distributed as standard “security providers” in our SAgent security frame-
work, and this paper examines the efficiency of these protocols and explores the
trade-off between security and efficiency that is achieved as the different param-
eters are varied. We believe this is the first experimental testing of these powerful
agent protection techniques, and our experimental resultsshow that for simple
but useful applications, these techniques provide strong and practical protection
for mobile agents.

1 Introduction

Software agents, acting on behalf of the agent originator, must often carry and work
with sensitive information while executing on untrusted remote hosts. Protecting the
privacy and security of the agents is clearly a fundamental problem which must be
addressed before some of the agent applications which have been proposed in the liter-
ature are feasible in the real world. In this paper, we present the results of an extensive
experimental study of two methods for securing mobile agents, which we refer to as
the ACCK protocol [1] and the TX protocol [6]. These two methods are provided as
standard protocols in our SAgent security framework, the design of which we describe
in a separate paper [3]. In this paper, we focus entirely on the computational aspects:
how much time, space, and bandwidth do these methods require? While these methods
have been previously described in the theoretical papers, to our knowledge, this is the
first experimental exploration.

Protecting the privacy and integrity of sensitive computations in a mobile agent is a
nontrivial challenge. Executing on a remote host and havingno contact with its origi-
nator, the mobile agent is at the full mercy of the hosting environment. Historically, this
issue was first approached from a hardware-based perspective, where it was proposed
that trusted tamper-proof hardware be installed on systemsto host mobile agents [9].
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Software-only solutions which make no trust assumption on the hosting environment,
such as the protocols we experiment with in this work, have only recently been pro-
posed [1, 6, 7].

The experimental results presented in this paper show that for simple but useful
applications, these techniques provide strong and practical protection for mobile agents.
For example, our bid collecting agent, which is capable of maintaining a “best bid”
in a completely private manner, executed in under 1 second per visited host with the
ACCK protocol using a very secure asymmetric key size of 2048bits. The TX protocol
paid an efficiency penalty by removing the requirement of a trusted third party, but
still provided reasonably strong security (with a 768-bit asymmetric key) in under 10
seconds per visited host. It is worth noting that improvements in processor speed that
allow larger key sizes to be used only magnify the gap betweenthe agent’s power and
an attacker’s power; therefore, if Moore’s Law were to continue for the next 10 years
these protocols would be able to handle larger key sizes withgood efficiency, but the
cost to an attacker would have moved well out of any reasonable reach (assuming no
algorithmic improvements for the attackers).

In addition to the overall efficiency measurements, our experiments and presenta-
tion in this paper were designed to show how the efficiency is affected by choices in the
fundamental parameters provided to these protocols, whichgives guidance to SAgent
users in making an informed decision regarding the trade-off between security and effi-
ciency.

2 Model

In order to keep security measures as efficient as possible, SAgent-protected appli-
cations are decomposed into protected and unprotected computations. For instance, a
shopping agent may browse through a store using unprotectedcomputations, but could
use SAgent to protect the portions of the agent which make purchasing decisions. The
protected portion could include very sensitive information, such as payment authoriza-
tion values, credit card numbers, or electronic cash tokens. The protected agent com-
putation is modeled as a 3-input, 2-output function, as shown in Figure 1. The three
inputs are the current agent state, the input from the host, and an input provided by any
unprotected computations performed by the agent on that host. The two outputs are an
updated agent state, and an output that is provided to the current host.

The SAgent framework supports arbitrary securityproviders, who supply classes
which plug in to the framework according to this model. Specific security providers
guarantee slightly different security properties, but in general the agent state is protected
so that it is unintelligible to an outside observer (either an attacker or a malicious host),
and the host’s input is protected so that it can only be used ina manner consistent with
the agent functionality, which can be determined or negotiated as a contract between
the originator and the host. In our sample applications, we have experimented with
encoding credit card numbers both as constants within the protected computation and
as part of the agent state. From an efficiency standpoint there is very little difference, so
the application designer is free to choose how this private information is included. As



Fig. 1. SAgent Secure Computation Model

an example of an unprotected agent input, one of our applications provides the current
time as an input to be used within the protected computation as a timestamp.

3 Secure Agent Computation Protocols

In this section, we give background information on agent protection protocols which
form the basis of our current work. The first significant result in software-only protec-
tion was obtained by Algesheimer, Cachin, Camenisch, and Karjoth who presented a
protocol for secure agent computation of any polynomial-time function [1]. This pro-
tocol, while requiring no trusted hardware, involves a third party that is trusted by all
agents and hosts. Subsequent work by Tate and Xu further strengthened these results
by providing techniques to eliminate this trust assumption[6, 7]. We refer to these two
results as the ACCK protocol and the TX protocol, respectively. Both protocols make
extensive use of well-established cryptographic results,which boast theoretically prov-
able security but lack practical implementation and performance study. This research
intends to fill that gap and provide real-world performance evaluation of these two im-
portant theoretical designs.

The ACCK and TX protocols share a common core structure, which we describe
next. Building blocks which are different between the two protocols are described in
the following sections.

The model of mobile agent computation, as depicted in Figure1, bears enormous
resemblance to the classical two-party Secure Function Evaluation (SFE) problem [8].
Two-party SFE is concerned with evaluating a function by twoparties in such a way
that the evaluation is carried out honestly and each party learns nothing more than the
output it is entitled to. The agent originator and the hosts are the two principals in mobile
agents. The agent’s purpose is to evaluate, on behalf of the originator, some function at
the host with input data from both the host and the agent itself. With two-party SFE,
the integrity of the agent computation, as well as the privacy of the agent state, the host
input, and the new agent state and host output can all be protected [1, 6, 7]. Next, we
describe the 3 basic phases of these secure agent computation protocols.



1. Initialization: The mobile agent originator creates anencrypted circuitfor each
sensitive computation to be carried out at a host — the squarebox in Figure 1. En-
crypted circuits are special boolean circuits which compute not on boolean values
0 and 1, but on random strings called “signals” that encode these values. The se-
mantics of the signals, i.e., which strings represent 0 and which strings represent 1,
are held and kept secret by the originator. Evaluating an encrypted circuit does not
require knowledge of the signals’ semantics, nor does evaluation reveal any knowl-
edge about the semantics. Therefore, an encrypted circuit can be evaluated in an
untrusted environment without leaking any information about the input, the output,
or the intermediate values.

Throughout the lifetime of a mobile agent, the agent’s stateis always encoded
by strings as just described. The other two inputs, namely the non-secret agent data
and the input from the host, also need to be encoded before being fed into the
encrypted circuit. For this purpose, the agent carries to the host encrypted versions
of all possible input signals. The method used to encrypt these signals is one of
the key differences between the ACCK and TX protocols, so we describe these
techniques in the following sections.

2. Evaluation:Before computing the sensitive agent function, which is in the form of
an encrypted circuit, the host gets the signals for its inputaccording to the tech-
niques of either the ACCK or TX protocol. These protocols ensure that only a
single input can be retrieved, so malicious hosts cannot reset the agent state and try
repeated execution with different inputs (also, if multiple inputs are available, the
encrypted circuit no longer has the required privacy properties).

With the right signals for all three inputs, the encrypted circuit can be evaluated
which outputs a new agent state and an output to the host, bothin the form of
signals. Because of its oblivious nature, the computation is tamper resistant. The
originator can include in the agent the semantics of the strings that encodes the
host output, so that the host is able to uncover the value of its output by a simple
lookup. In contrast, the semantics of the signals for the agent state are never sent
out with the agent. Hence, the privacy and integrity of the agent state are always
protected.

3. Finalization:When the agent returns to the originator, its state will be uncovered
by the originator, who holds the semantics for the signals.

With this presentation of the common core of the ACCK and TX protocols, it is
clear that the key issue is how signals can be encrypted and included with the agent so
that they can be appropriately decrypted when the host and agent need to supply inputs
to the protected agent functionality.

3.1 The ACCK Protocol

The ACCK protocol takes a straight-forward approach to signal encryption and decryp-
tion based on the assumption that a trusted third party (TTP)is available. The TTP
possesses a keypair for some public key algorithm, and makesits public key known



to all participants (if necessary, some form of PKI/certificates can be used to ensure
authenticity of the keys). The originator then bundles eachsignal with identifying in-
formation and encrypts the bundle using the TTP’s public key. In the standard SAgent
implementation, RSA is used for this encryption using the Cryptix RSA implementa-
tion.

When the agent is executing on a remote host and signals encoding an input are
needed, the encrypted versions of the appropriate signals are extracted from the agent
and sent to the TTP, who decrypts and verifies (using the bundled identifying infor-
mation) that only a single input is decrypted for a particular host before returning the
decrypted values to the host/agent.

3.2 The TX Protocol

The security of the ACCK protocol requires trust of a third party. In particular, the
originator must trust that the TTP will properly enforce the“one input decryption per
host/circuit evaluation” rule. The hosts must also trust the TTP to not reveal the signal
decryption requests to the originator (otherwise the host’s input would be revealed,
and it could be used in a manner inconsistent with the agreed-upon behavior of the
agent). The TTP therefore becomes a significant trust assumption. The TX protocol was
specifically designed to remove reliance on the TTP in the agent computation process.

To eliminate the TTP, the TX protocol makes use of a thresholdcryptosystem [5]
to encrypt the signals for the host input and the public agentinput. The TX protocol
requires multiple agents, each carrying a share of the decryption key and visiting a
disjoint subset of the hosts. Instead of a trusted third party, the required number of
agents (more than the threshold) work together to serve the decryption requests from
a host or agent in Step 2 above. However, to truly replace the TTP, we require the
additional property that this decryption should not revealthe host’s input value to the
agents, since the agents represent the originator’s interest. This is achieved through a
new cryptographic primitive introduced by Tate and Xu, called Oblivious Threshold
Decryption (OTD) [7].

OTD combines threshold decryption with the standard cryptographic primitive of
oblivious transfer [2] in such a way that the host learns the appropriate decrypted sig-
nal value, and the agents which help in the decryption do not learn which input the
host has retrieved. More information on how this is accomplished can be found in the
original papers [6, 7]. OTD uses discrete-log-based encryption techniques, including
the Gennaro-Shoup threshold encryption scheme [5] and the Bellare-Micali oblivious
transfer protocol [2], so can be implemented over any cyclicgroup that supports the
computational Diffie-Hellman assumption. Two examples areprime-size subgroups of
integers modulo a primep and a cyclic subgroup of an elliptic curve (EC). SAgent
implements OTD using a generic cyclic group (defined using a Java interface), and pro-
vides implementations of simple modular and EC groups whichcan be selected through
appropriate parameters in SAgent. While EC-based methods allow use of smaller keys
and thus more efficient operation, patents on EC-based encryption should be carefully
considered before using this approach in an application.

Oblivious Threshold Decryption enables the TX protocol to forsake the trusted third
party and assumes nothing more than that a sufficient number of agents behave honestly.



As agents can be corrupted by hosts, this assumption essentially means that the number
of corrupted hosts is limited, and under this assumption theprotocol has been rigor-
ously proven secure in the powerful universally composablemodel of cryptographic
security [7].

4 Questions Addressed by Our Experiments

As just described, the ACCK and TX protocols rely on general SFE results, which in
turn rely on boolean circuit representation of functions. For complex functions, this
is clearly impractical. Therefore, the first question we address in this work is this: Are
there interesting and useful functions which are practicalwhen implemented using these
protections?

We have run a wide range of experiments with our implementations of these proto-
cols which answer this basic question in the affirmative. We have measured and present
in this paper time and space (i.e., agent size) results whichdemonstrate the effectiveness
and practicality of these implementations. In addition, wehave also run experiments
designed to help us understand how certain key parameters affect the efficiency and re-
source requirements. In particular, we also explore and present answers to the following
questions:

– How does computation time vary with asymmetric key size for the protocols?
– How does computation time vary withsymmetrickey size for the protocols?
– How does the time vary with the size of the agent state?
– How does the time change as the size of the agent or host input is varied?

5 Sample Applications

We developed two sample applications for SAgent, which we describe in this section.
Both applications are in the general area of e-commerce agent applications. We use the
simplerMaxbidapplication to test the protocols with various keysizes anduse theBuyA-
gentapplication to compare the ACCK and the TX protocols for the typical asymmetric
keysize of 1024 bits.

Maxbid application. In this application, the originator wants to sell an item andsends
one or more agents out to visit remote hosts to gather offers for the item. Each
host gives its bid and the agent keeps themaximumbid it has seen so far in its
state. We would like to keep the current maximum bid secret sothat hosts cannot
cheat by bidding slightly over the current maximum. When theagents returns to
the originator, the originator decodes each agent’s maximum bid and computes the
overall maximum bid. The protected function in this application is a comparison of
two integer values (current maximum bid and bid offered by current host). In this
application there is no unprotected agent input and there isno output to the host.

BuyAgent application. This application is slightly more complex than theMaxbidap-
plication, using all three of the protected functionality inputs and providing the host
with one of the outputs. In this application, the originatorwishes to buy an item, so



Legend Protocol, Group, and Agents
ACCK-1 ACCK with 1 agent
ACCK-3 ACCK with 3 agents
ACCK-4 ACCK with 4 agents

TX-ECC-3TX with EC-based asymmetric cryptography and 3 agents
TX-ECC-4TX with EC-based asymmetric cryptography and 4 agents
TX-Zp-3 TX with Zp-based asymmetric cryptography and 3 agents
TX-Zp-4 TX with Zp-based asymmetric cryptography and 4 agents

Table 1.Protocol Designation for Graphs

the agent maintains theminimumbid it has seen so far. Furthermore, the minimum
bid is time-stamped, with the time being provided as the unprotected agent input
(unprotected since the current time is not sensitive information). In addition, the
originator programs a threshold price called the “buy now” value into the agent,
whereby, if any host offers a bid lower than the threshold, the agent provides the
host the originator’s credit card number to immediately buythe item. Clearly, both
the “buy now” value and the credit card number are sensitive pieces of data, and
should be protected. The function in this application is a comparison of two integer
values, with the evaluation resulting in an update of the minimum value and the
corresponding timestamp. The protected function also provides a comparison with
the “buy now” threshold, revealing the sensitive information only if the threshold
value is met.

6 Environment, Parameters, and Measurements

The experiments were performed on a cluster of seven 2GHz Pentium IV machines, all
running Fedora Core 4 Linux. We used Sun’s Java SDK 1.5 with JADE version 3.2 and
an instrumented version of SAgent 0.9. One machine was designated as the originator
and there were 6 visited hosts. For baseline measurements weused a simple SAgent
provider calledInsecure, where the agents simply visited the hosts and performed the
required operations but with unprotected techniques. For the ACCK protocol, the num-
ber of agents was varied with 1, 3, or 4 agents visiting the 6 remote hosts. For the TX
protocol, the threshold property requires at least 3 agents, so we tested the protocol
with 3 or 4 agents visiting the remote hosts. Table 1 shows theabbreviations we use on
graphs to refer to the basic combinations of protocol, cryptographic base, and number
of agents.

6.1 Parameters

Within the SAgent framework’s implementation of the ACCK and TX protocols, there
are several easily adjusted parameters that affect the behavior of these protocols. The
protocols use both symmetric and asymmetric (public key) cryptographic primitives,
and the keysize of these encryption schemes can be varied. The symmetric key size can
be arbitrarily chosen, and we ran experiments with the key size being 80 bits, 128 bits,



and 192 bits. Asymmetric key sizes vary dramatically depending on the algorithm used,
or more precisely on the cyclic group that algorithms operate over. The simple modular
arithmetic groups, which we refer to generically asZp, require much larger key sizes
than those based on Elliptic Curve Cryptography, which we refer to generically as ECC.
The following table shows comparable key sizes (in bits) between these two classes of
algorithms, as specified by the National Institute of Standards and Technology (NIST)
and the IEEE standard on Public Key Cryptography [4].

Zp 768102415362048
ECC 128 160 192 224

SAgent supports all of these key sizes with hard-coded cyclic groups (drawn from stan-
dard groups when possible), but can use arbitrary cyclic groups if the user specifies the
appropriate parameters.

In addition to cryptographic parameters for the protocols,the applications have tun-
able parameters as well. Both applications work with “bids,” which are integer values
that can be any number of bits. TheBuyAgentapplication includes a timestamp and a
credit card number as the agent input and part of the agent state, respectively, so varying
the size of these parameters affects the size of the inputs tothe encrypted circuits. In our
experiments, we varied these parameters by drawing from a fixed set of possibilities,
shown in the following table.

Bid (i.e., host input) size(in bits):{16, 24, 32}
Credit card number size (in bits): {16, 24, 32, 64}
Timestamp (i.e., agent input) size(in bits): {32, 48, 64}

6.2 Measurements

We instrumented the standard SAgent distribution in order to measure the following
values.

– Initialization time : The initialization step involves the originator creatingthe en-
crypted circuits, setting the initial agent state, and thensending the agents out to
visit the hosts. Creating the encrypted circuits includes encrypting the input signals
for each circuit, which dominates the initialization time.

– Agent Computation time: This is time the agent spends on remote hosts, measured
from when the originator sends the agents out to the time whenthey return.

– Per-Host Computation time: This is the agent computation time, divided by the
number of visited host. This metric gives a measure of the average amount of time
an agent spends performing computations (and waiting on results from other par-
ties) on each host that it visits.

– Total Protocol time: This is the total time from start to finish for each of the pro-
tocols. This includes the initialization time as well as thetotal agent computation
time.

For each combination of parameters, we performed each test five times, discarded the
min and max values, and averaged the remaining results.



7 Results

The first question we ask is both the simplest and the most important: are these methods
practical? The following table shows the total time taken over all stages of theMaxbid
application (initialization, evaluation, and finalization) by each protocol, using 16-bit
bids and a strong symmetric key size of 128 bits (for comparison with these values, the
insecure baseline took 1.04 seconds). For the TX protocol, all executions were done
with a threshold value oft = 3.

Asymm KeyACCK-1 ACCK-3 ACCK-4 TX-ECC-3TX-ECC-4TX-Zp-3 TX-Zp-4
768 4.6 3.55 3.60 55.44 51.49 124.22 107.25
1024 5.72 4.65 4.71 96.44 89.25 273.56 245.89
1536 9.95 8.92 8.89 209.56 185.18 882.05 790.39
2048 17.87 16.97 16.74 385.57 381.71 2101.6 1774.74

These results show that for all reasonable key sizes (i.e., up to 2048 bits), the time
required by the ACCK protocol is quite reasonable. For larger key sizes, the TX protocol
becomes problematic, but as we discuss later, improvementsin processor speed work to
our advantage here. Also apparent from this table is that a single agent using the ACCK
protocol requires a little more time than when multiple agents visit the remote hosts,
since multiple agents can take advantage of the parallelismthis affords. However, the
improvement going from 3 to 4 agents is not very significant for the ACCK protocol.
On the other hand, there is a more noticeable jump in efficiency with the TX protocol
changing from 3 to 4 agents, due to the more heavily distributed nature of the TX
protocol. When there are only 3 agents, a host requires the cooperation of all 3 agents
in order to decrypt its shares, effectively blocking the computations of other hosts. In
the case where we have 4 agents, a host can choose any 3 out of the 4 agents as helpers,
leading to better load balancing and an improvement in the efficiency of the protocol.

Finally, for the TX protocol, we see a significant improvement in the efficiency,
especially for larger key sizes, when we perform cryptographic operations over elliptic
curves rather thanZp. We notice about a five-fold improvement in efficiency when using
224-bit keys over elliptic curves instead of the corresponding 2048-bit key overZp.

Next we break down the total time in several ways to see what can be learned about
the different phases of the protocols and when considering amore complex application.
We also consider space/bandwidth usage.

Initialization times. The time for just the initialization phase of the protocols is re-
ported in Figure 2. These results mirror, on a reduced scale,the total protocol time
very closely.

Per Host Computation Times. Figure 3 shows the agent computation times per vis-
ited host for the ACCK and the TX protocols, when the time for the initialization
phase is removed. As expected, the per host times for the ACCKprotocol are very
low, with the agent spending less than1 second at each visited host when using
1024-bit keys. The times are higher for the TX protocol, withthe ECC times be-
ing significantly faster than those over correspondingZp key sizes. For keysizes
currently considered secure (1024-bitZp and 160-bit ECC), the computation time
per visited host when using elliptic curves is only about 13 seconds. In fact, for
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keysizes thought to be secure far into the future (2048-bitZp and 224-bit ECC),
the computation time per visited host is less than1 minute. Even this is not so bad,
considering that, for these larger larger keysizes to be necessary, processor speeds
would have to increase by a couple of orders of magnitude, which would mean that
these slowest times would clock in at under a second per host.

Efficiency with more complex protected computation. In these tests, we check to see
what happens when the complexity of the protected computation increases, by
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changing from theBuyAgentapplication to theMaxbidapplication when the proto-
col parameters are held constant at 128-bit symmetric keys and 1024-bit asymmet-
ric keys. Both applications are using 16-bit bids, and theBuyAgentapplication is
using a 64-bit timestamp and a 64-bit credit card number. Thus the change in appli-
cations fromMaxbid to BuyAgentnot only increases the complexity of the circuit
(from 131 gates to 512 gates), but also increases the agent state size from 16 bits
to 144 bits, and increases the agent input from none to 64 bits. The addition of the
agent input means that each execution requires 80 signals tobe recovered instead
of 16, for a five-fold increase. The results are given in Figure 4, showing that the
increase in signal decoding requirements is closely mirrored in the increase in total
time, verifying that this is the dominant cost.

Space and Bandwidth Usage.Other than time, the amount of space required by the
protected agents is an important measure, which also corresponds to the amount of
bandwidth required as an agent moves to a new host. The following table shows the
initial size of the agents (in kilobytes) for different protocols and symmetric key
sizes, with the asymmetric key size set to 1024 bits.

Maxbid BuyAgent
Symmetric Key Size Symmetric Key Size
80 128 192 80 128 192

ACCK-3 89 97 108 462 506 564
TX-Zp-3 125 133 145 611 656 717
TX-ECC-3 96 104 116 466 511 572
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Note that while the 0.9 version of SAgent has been developed with strong security
guarantees and time efficiency in mind, it has not been optimized for space usage
at all, and we know of places where improvements can be made. Version 1.0 will
take this into account, and so the space usage numbers shoulddecrease noticeably.
Still, from these tests with version 0.9 we see that the overall sizes are reasonable
for current environments (both system and network), particularly with the ACCK
protocol. We also see that while the symmetric key size does not noticeably affect
the time, it does affect the agent size, so should be a design consideration for an
SAgent user.

Next we examine how efficiency is affected by the other tunable parameters. In these
tests we are less concerned with absolute times, and more concerned with changes
in time caused by varying parameters. Because of this, to accommodate sets of times
with very different ranges on the same graph, we normalize each test so that the initial
measurement is always scaled to 1, and other measurements are represented as a factor
of this value. In the graphs, the scaling factor for each curve is shown in the graph key
so that absolute time values can be derived from these graphsas well.

Variation in Symmetric key sizes. Figure 5 shows the results of varying the symmet-
ric key size (corresponding to the signal sizes for the encrypted circuits), showing
that the symmetric key size has very little effect on the overall time. Since the
symmetric key sizes are small and always fit in a single encryption block of the
asymmetric algorithm, the time of the asymmetric operations (the dominant time
of the protocol) is unaffected by symmetric key size. This suggests that the largest
symmetric key size could be chosen without any time penalty,although for space
savings there doesn’t seem to be much need to go above 128 bits.
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Variation of input sizes. Figure 6 shows how variation of the agent input size in-
creases the time for theBuyAgentapplication. Figure 7 shows the variation of the
host input size (i.e., the bid size) for theMaxbidapplication. For both the protocols,
the total protocol times as well as the initialization timesshow a steady increase that
is roughly linear, reflecting the increased time to get the decryption of the additional
input bits. For the ACCK protocol the cost is approximately 160ms of total proto-
col time per bit, and for the TX protocol the cost is approximately 15 seconds per



bit. The TX cost per extra bit is significant, leading to the conclusion that for TX
an input encoding should be chosen that keeps this in mind anduses the absolute
fewest possible bits.

Variation of credit card size for BuyAgent. Recall that theBuyAgentapplication car-
ries a credit card number as secret data within the agent, which is revealed only
if the bid from the host is less than the (also secret) “buy now” value carried by
the agent. We allow the credit card number to vary in size (andin fact it could be
something quite different like an e-cash token), and show the results of varying this
size in Figure 8. The credit card number is actually carried as part of the encoded
agent state, so is one of the inputs to the encrypted circuit.However, the results of
our test show that the size of this value has very little effect in the overall time.
This demonstrates the difference between the agent state input and the other inputs
to the encrypted circuit — specifically, no signal decryption or involvement of an
external party is required in order to use the bits of the agent state, so variations in
the agent state size are much less significant than variations in the other inputs.
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The results described in this section allow a potential userof the SAgent security frame-
work to weigh the issues and predict performance of the ACCK and TX protocols. The
results show the importance of choosing efficient agent input and host input represen-
tations, and the importance of selecting an asymmetric key size that is only as strong as
the desired level of security. On the other hand, our experiments have also shown that
the symmetric key size and agent state size have very little effect on the overall time of
the protocols, so provide the designer some slack in the choice of these parameters.



8 Conclusion

In this paper, we have done extensive experiments to understand the practical perfor-
mance of two secure agent computation protocols, which protect both the confiden-
tiality and integrity of the agent data. Results show that these protocols are practical
for simple but useful applications with reasonable levels of security. While some of
the tests using higher security settings and for the more complex application could be
considered only borderline secure now, future increases inprocessor speed will only
make these techniques more practical. This is because the key parameter that affects
efficiency is the asymmetric key size, and as these key sizes grow the gap between our
power and an attacker’s only grows greater. For example, if Moore’s Law continues for
the next 10 years, then processors will be approximately 100times faster, and 2048-bit
keys in the TX-Zp-4 protocol would result in a reasonable execution time of around 2
seconds per host. And yet, even with 100 times faster processors, without significant al-
gorithmic advances, breaking a 2048-bit key would require many millenia on even huge
clusters of these fast machines. Our conclusion is that somesoftware-only protections
are possible now, and the future looks promising indeed for these techniques.
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